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*Research
—OWASP-Italy Chair
—OWASP Testing Guide Lead

*\Work
— CEO @ Minded Security

Application Security Consulting

— 8+ years on Information Security Minded

focusing on Application Security —eseewricy”

— www.mindedsecurity.com
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® The Open Web Application Security Project (OWASP) is dedicated to
finding and fighting the causes of insecure software. The OWASP
Foundation is a 501c3 not-for-profit charitable organization that

ensures the ongoing availability and support for our work.
® Participation in OWASP is free and open to all.
® Everything here is free and open source.

® Main objectives: producing tools, standards and documentations

related to Web Application Security.
® Thousands active members, 100+ local chapters in the world

@ WMillions of hits on www.owasp.org
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OWASP v1.: start the community

3 OWASP - Open Web Application Security Project - Mozilla Firefox
File

Op- c

@ Pity wisitati |5 | Ulkime notizie 5 AppSec Feed 5y My Security Planet |50 OWASP Security Podc,..

Modifica  Wisualizza

Cronologia

Seqgnalibri  Strumenti 7

{aY I Hlm http: fweb. archive. orgfweb)200201 19202957 http: v, owasp.orgf

i de ' QWASP SaMMm

1

OWASP

MNANVIGATION Home

About OWASP
gur f&“;fiﬂn MNEW PROJECT'S APPLICATION SECURITY MEWS

o Cha - .
Foundstion By-Laws OWYWASP has three new main projects scheduled for the first half of 2002, Computer security news
FLEEQ“SES ® Security Requirements for Building Secure YWeb Applications IS5 155'-“35. Patch for Hole in
P ® Security Testing Framework BlackICE Firewall Software...
Contact Us . WEbAppSEC w=ML Data Exchange Forrmat digitalMASS  Sun Feb 10 2002
18:16:00 GMT+0100 (ara solare

Projects The Security Requirements Project is setting outto define a set of functional security specifications | | Europa occidentale)

Securtty Requirements far Svstems.. Using .thg widely adlopted Camman Crlterlla a_nd the MIAF developed Cormmon Crlterlla Trojan horse at the feast of
Testing Framesvark Tools we will be building protection profiles for three differing levels of systems assurance. Defining lobalisation

¥ML Data Exchange Format the reguirements needed in a system is ofvital importance. Without formal reguirements and g ) o

Atack Components specifications itis unlikely that a system will behave as expected or anticipated. Developers will not Guardian Unlimitad  Sun Feb 10
Fraject Scheduls be aware of desired security functionality and may have to make "ad hoc" judgment calls when fgl?reog_’lrlooggooi'i“d?ﬁ;lne? (ora

Hews & Announcements implementing an ambiguous desigh specification. Documenting formal requirements are also )

s ARliie important when testing a system. Howe can vou test the security of a system if you don't knowe what TVUJE”T_ hD_FSE at the feast of
levels of security the system should have implemented in the first place ? globalization...

Resources . . The CObzerver Sun Feb 10 2002
Framewvork Tools Read more ahout this project here 02:26:00 GMTHOL100 (ora salare
Commaon Criteria Tools ) . ) . Europa occidentale)

Y The Security Testing Framework is sefting outto define a structured framework to ensure that the ) )

Tutorials appropriate security reguirements have been implemented by 3 web application. By providing a ME"E'}“S'E'” held in Japan owver

Lirks structured community derived methodalogy covering bath “white box' {source code analysis) and hacking...

Books "black box' (penetration test) analysis we hope to be able to improve the quality of security testing for | | thestar.cormrmy  Sat Feb 09 2002
allweb applications. 23:5%:00 GMT+0100 (ora solare

Ouick Links Europa occidentale)

January’s Guest £t 2 minimum the testing framework will include;

\White-Paper XML and metadata news

i o i Russi ® ‘il when, what and how to test webMethods Sets the
IIror SILe I RUSsiEn & A comprehensive list of each potential problem Agen_da for Enterprise ‘Web

® Guidelines on how to test each problem Services...

® Guidelines on how to analyze the results Web Host Directary  Thu Feb 07

® Sample reports 2002 05:33:00 GMT+0100 (ora

zolare Europa occidentale)
We want to seekwidespread adoption of the framewark, and are driving towards an official wehMethods = web
standards body. This work will be ahle to be used by a variety of people; from security professionals Servi -
looking to adopt an industry derived and proven methodology, through to system owners looking to BrvIces. ..
conducttasts thamealvas or saalinm to ansura thair cnnsnltante ara cormmnrahansivaly chaclkine thair line5A  wed Feh 06 700
i
Completato OWASP - Open Web Application Security Project - Mazilla FireFoxh # | S)

||
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) Main Page

Fle Edit View Go Bookmarks Took Help
Q:il - g ~ :@ "’;“ 1 hittp:/fwwaw.owasp.orgfindex. php'Main_Page »| 19 Go |[CL
= = - — o e G ook ok
Coogle - ¥ | G| search - g5 Tamie 4% check - % Autolink A - ] options - 0 O B () Fimmenmparym gyt o e st 818 6 00 G
& Logw/ cresse accomi - gl - = 4G s PG Oy B ogtom
artscle | | dmcusson wew sowco | | history Joft Wilams  mytalk my proferences  my walchiist - my confributions  logout =
Main page anticle  discussion odit | mstory | protect | deie
Editing How to value the real
el risk (section)
3 Protil der cods H
- _ _ g — + Homa - ——— —_ "
Spansoered advertisemant. OWASF does not endorse commarcal products or senices News Step 6: Customizing Your Risk Rating
B Model
Wel to OWASP = Guide = CLASP = Tessng TR . i
he tree and of D::lulllnaum SECunty commumity T0pT SR SISO it r'“krmlm sl Hpis g Iﬁl:l‘ :‘l
- o aor a 11nG: a critica
g sl = WebGoal = Combacing = More. HEoe Cmpta for adept ekl o
. Conferences FOr-MCDpRiAn. o AL B /mub
Aboul « Searching « Ediing - New Aticle « DWASF Categories Statistics - Recent Changes & Prasentations more likely to produce results that match
.Viﬂ people's perceptions about what ia a
2 i serious risk, You can waste lotas of time
OWASP Overview OWASP Community (add) + Papars arguing about the risk ratings 1f they're
. - + Malling Lisis ot 8 srtad b wdal like this. Thore
o Tha Open Wb Application Sacury Project [OWASP} i oyt G SereY waivh b vet1oz vhia oded 2oo il | |
¥ :”"r::" P dedicated to finding and fighting the causes of insecure 'Mwu;e i your organization
= About OWAS :  Membership
R scfware. Evarything here is free and open source. The . p——
OVWASP Foundation 12 a 501e3 noi-fer-profit chaniable relerence lding factora learch = g0 o = coack - 4, Aotk T -
reference onganizabon that ensures the engoing avadabidity and Haw To I
= HowTa support for our work. Participation i OWASP is free and .Prlm: es. You can choose different factora that
= Fricpes open ta all « Prici bette nt what's important fo: bs
o Threat Agants + Threat Agenis your of ion. For example, a L
& Amacks © + Atfacks military application might add impa T y 2047
T . [ i the bt 7 oy, aw of 29,47, 24 dursnry 200
s \anersbises . Vinerabilities 3t related te loss of human life or o0 e i Lot 1131 71 14 30 dayn
P T . Counlermeasures fied information. You might also | Hicke anmymooust iesars | Hide loggec= wiers | Hade patrolied ts
= Actviles = i = u PR adel 1ikelihood factors, such as the .
= Technologies Click the map to find amd join your local chagter . . 5
» Giomsary Fab 13 {18:00h) - Ireland chapter meeting the lint, [0 — == = =
Code . ) Ot pwa Wanswna (Talk | contribe)
® Code Snopess Featured Story Fab & {18:00h] - Molbourne chapisr mesting
NET Prae! . send email to gwasp- sty cvrnsp.ong-
: * Preject Two lree Java EE fillers lor CSRF, Rellected X55, Jan 31 [15:00R) - Mumbai chapiar meeting RE W AR NG
d Adobe X55 ist becription, in the sections below,
Shiech L Jan 30 (11:30h) - Austin chapter meeting I EI08 BRACVIO, B D SeERam 0%
OWASP contributars from Aspect Security & hawe
Jan 25 (14:30h) - ltaly@ISACA R
developed two new Java EE filters to protect against b ) &l e the following form. You will be sent email
| Search commaon web altacks Just add a few lines 1o your Jan 25 [18:00h) - San Francisco chapler meeting ::‘::fﬂ“:’;&"m::“ew“;::’“‘id“‘“ R e R
S web sl file and enjoy the protection Jan 24 [17:30k) - 6th OWASP lsrael chapter meeting ) e e L
b b XS5 Anacks, 1005
* Wit ks hee CSHF and Reflacted XSS Filter for Java EE Jan 23 [18:00h) - Belgium chapter meeating 18 e cot b oy (134 | o)
— This filter adds & random taken to forma and UALS L T L BRI s Sy
= Upbsd e that peevant an altackar from axecuting bath CSRF (18:006) P a . o oy il ey
: with vour subscription. D not u
» Specalpages and reflected 1SS sttacks Older events... i b e ack o veu 2
® Prinfabie version ;
Adobe X55 Filer for Java EE
Fermnnent OWASP News (add e it e mscmmaticany
e pricoecoen Thiz filter protects aganst the recent £55 atacks { ) \M!tﬁm\mﬂ‘w";ﬂ.:.
on POF files. By using a redirect and an encrypted 15 15 - OWASF Newslattar 2 bt bl e pretapeit
b * + ) st 2
Done o u
TR
Which language da you
prefer to display your  English (USA) =




SACA| OWASP v3: Improve Quality
7" Rome Chapter and Support

« Define Criteria for Quality Levels
— Alpha, Beta, Release o

OWASP Top 10 -
2007 English Edition

 Encourage Increased Quality =
— Through Season of Code Funding and Support F= S
— Produce Professional OWASP books T

* Provide Support
— Full time executive director (Kate Hartmann)
— Full time project manager (Paulo Coimbra)
— Half time technical editor (Kirsten Sitnick)
— Half time financial support (Alison Shrader)
— Looking to add programmers (Interns and professionals)




HSACA| OWASP v3

e > 30 project leaders

« OWASP GLOBAL COMMITTEES

— Projects

— Membership
— Education

— Conferences
— Industry

— Chapters
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OWASP

The Open Web Application Security Project

Ttaly Chapter 204 Members
Iulailing List
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Guide to Application
Security Testing and
Guide to Application
Security Code
Review

Guidance and Tools
for Measuring and
Managing
Application
Verifying Managing Security

Application Application

Guide to Building Security Security
Secure Web

Applications and
Web Services

Application
Security
Tools

Acquiring and Core Application
Building Security
Secure Knowledge Base

Applications

Tools for Scanning,
Testing,
Simulating, and
Reporting Web
Ap, Sec Application

Educati.n and Security Issues
CB1

Projects
Chapters

AppSec Confere

Research to
Secure New
Technologies

Research Projects
to Figure Out How

Principles

- to Secure the Use Threat Agents,
OW.A.SP Communlw PIaFf of New Web Based Attacks,
(wiki, forums, mailing lig g ) . e
Technologies (like Learning Vulnerabilities,

Environment and
Guide for Learning
Application
Security

Impacts, and

Ajax)
Countermeasures

OWASP Foundation 501
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There are a lot of OWASP projects

eaegory AU Vew source histery
Category: OVWASF Froject
An OWASP propct i @ colechon of refated tasks Ihat have & dufred roadmap and team members. OWASF project leaders are responsible for defining the
wgion, readmag, and tasks far tha pregact The prajact lasder skan promotes the praject and builds the besm

If you would like 10 star & new prajoct ploase naviow the How 1o Start 2 \SF Project quide. Ploase sand an smal to owasp@owasp org 0 dscuss
projct ideas and how by might Bt into OWASP. All DWASP Fu.m-, st b e and ugen and have their hamapage on the CYWASP portal You can o
all he gruideliogs i the Project Asse

Eviry projict has an associated mad list. You can view all the lists, enaming their archives, and subscribe 1o sy of them en the O

Lisls page.
Conbents [rise]
. 1 Release Ousity Projects
= Applsac Conterances 2 Current Season of Code Projects
- Preserdins 3 Bets Etatug Prejaets
« viaea
I 4 Alpha Stz
. Gt NP Gaar  Inattive Projects
* MalingLists & Hiow 10 559 8 npw OWIAER Projact aricke
® About DWWASE
* Warbarsng Release Quality Projects
oformnce Felaase quality projacts se ganerally tha level of quality of profassional 1nols or documsnts.
= How To.
R S—— Wi hirew slarted the process of defin e whisl will be g d frarms an DWASE Propec fur for & 1o be clauhed an
o Threst Agerts OWASE Release qualty project (se@ Fimject Assessment Criena) Pleass nofe that the progcts below have NOT bean svaluated undar this crifena and
« attacks right be r-classifad secd that process is comphited
= Vi sblies Toale Doesmantation
* Courtemensures
. acmtes OWASP WebGoat Praject OWASP ApnSec FAD Project
* Tachnsisgas an eeding Irining emronmenl for hands-on leaming about applicatien FAD covering many apphicabion secunty lopics
L sacunty OWASP Guite Projuct
o NETPrhE OWASE WebSearab Projuet  magsie document covering all aspects ofweb application and web
R ool for performing all types of security testing on web applications and  senvice security
P Wb peries OWASP Lugal Prajuct

3 petject fatuted on contracting far secue softwars
OWASP Tosting Gulde
3 pesiect fosused on applcation security Testing procedures sd

Beta Status Projects

Deta quality projects are complete and ready to use with docurnantation.

e have staned the process of defining detailed guidelines which indicate what will be required from an OMASP Project in order for it 1o be classified an

CVWASE Bita qualily projc Prajiect Assesseren Crtenal Pl il Shat thie pogeets bl hive NOT buen saluied wdee s calena and sight
be re-clazsified once that process is completed
Touls Documentatiom
OWASE AnfiSamy Projiect OWASE (1 ASF Pruj
s AP T validaleng nch HIMLACSS g frarn s withoul eepose b progect Sacused on dimng p lemientss Thial rnforcs appheation
cross-site scripting and phizhing sttacks secuity

OWASP CSAFGuand Project
& J2EE filter that implaments 5 unique request token to mitigate CERF
attacks

OWASP DirBuster Project
Diruster is & multi threaded java apphcation degigned 10 brute force
darecbons and files names on weblappheaion seres,

OWASP Encoding Project
a project focuged on the development of encoding best practices for wab:

DWASP Code Review Project
A project 1o capture best practices for reviewsng code. This project iz
biing spansared by DWASE Summer of Code

DWWASE Tooks Project
The OWASP Tools Project’s goal is 1o provide unbiased, practical
infarmation and guidance sbout spplestion secunly logks,

applications.
OWASE Enferpris: Security APLESAPY Project
a frese aand oen collichion of all the secunty mefhods tat @ deaopes

needs o budd 8 sacure web appication
OWASP LAPSE Project
an Eclipse-hased source-code static analyzis tool for Javs

OWASP Live CD Fducation Project
i |

supplismnl projest
wideos detading the use of teals contained within the CWASP LiveCD -
LabiRal. Thiss groject wa soned by OVWASP Spreg O Coe |

urrent Season of Code Projects

Thee projects phiced in this category are under devlopment. Project completion is expected by 15th September. Aler the Season Code being rsh

L all

proects will be moved to the appropriste cateqory - alpha, hata or relesse quality

Toals

GTH=GLI for wlaf Project
The mann ogectm 15 bo mimmize the efiort and lesming curee of wiing
wikaf, prviding a wery ussble graphical interface. This project is baing
sponsored by O

OWASP Access Control Fules Tester Project
This prsject is intended to have two delierables research techrical repart
(publication ready article) and an Access Control Rules Tester ool This
prject i baing sponsared by DWASF Summer of Cade

OWASP AmiSamy Project
An AP for walidatng rich HTMUGES ingut §om 1 s 10
CroBs- SFE scnpting and phiskeng sttacks. This peoject i3 being spansored
by Codir

WASE Security Tool Benchmarki i and

Sitn Ganerator Refresh Projact
The idea is to splt destination web agplication technology from the three
nsable oaries. orary of navgational elernents, iorary of vinerabilities
and lorary of language coretructs. This preject is being sponsored by

NASPE Syn of Code,

JASP Sumener of Code,

OWASP Code Crawler
This toel 15 asmned al asisting cod review practitoners, ¥ is a slatic
cada review tool which searches for key togics within NET and
JEEERANA code. The wrn of the Lool 1510 accompany the DWASP Code
savigw Guide and to implament a fotal code revew solution for “averyone”,
Wire o companies performing secune software
actities, This project is being spansored by OWASF Summar of Code

YT mEans

DWASP Imerceptar Project
A tasting t0cd far XML wab sanice and Ajax intarfaces. Thit peojct is
being spensored by OWASE Summes of Code

DWASP JSP Testing Tool Project
The gosl of this project is 1o create an easy 1o use, freely wvailsble tool
that can be used 16 quickly ascenain the vl of protection that sach

Ducumentation
OWASP ASDR Project
The ASDH rs 9 reference vohame that contains basic information about ol
the foundational topics in application security This project is being
sponsond by O
OWASP Application Sucurity Ves
This i & B project created to defing an ovaluation framewnrk that may
be used to conduct OWASP Application Secunty Venficabion Standard
ceifications. This peojoct is baing spansoesd by O
Code
OWASP AppSensar Project
A framework for detecting and respondmg to sttacks from within the
cation, This projieet i bisng spansand by O

SR Syrnmer of Code,

ation Standard Project

P Sumngs of

OWASP Dackend Security Prafect
This is a rew project created to improve and to collect the exisiant
inforimiation abgut thie backend seurity, This prapect is bemg sponsoned
by OWAEP Summer of Code
DWASP Book Cover & Sleave Design
This is & project of corporate design to dewelop 3 £calsble book cover
svies slrabegy and o Book Seeve, Thes project 1s being sponsored by
VASPE Summer
OWASE Classic ASF Security Project
It aims in creating o ASP apgheation by
complemerting exrsting OVASE pegjects wilh docurmentation for this
panticular 1achnology and the craation of secusity loraries. This praject ie
b spansoned by CWASP 5
OWASP Code Review Project
A project 1o caplure best
being sponsoned by CWASE Summer of Code
OWASP Corporate Application Security Rating Gulds

This peojact wil arganize and structure publicly avalsble data that large

Code

cunt Samewark for Cls

v of Code

ctices for reviewing code. This peoject is

Alpha Status Projects

Alpha quality projie1s ane g

‘W have started the precess of defining detailed quidelnes which indicate what will be required from an OWASP Project in order for it 1o be classified an

CIWASP Alpha qualty project (500 Projoc
b re-clagsibud once that process i

sesambnt Crif

) Ploast nate

OWASP CSRFTester Project
gives developers the ability to test their applications for CERF flaws
OWASP EnDe Project
Thes Lool rs an encoder, decoder, corverter, transformer, calculaton, for
warious cedings used in the wild wide web.
OWASP Google Hacking Profact
Google SOAP Search APl with Perl
OWASP Insacura Wab App Project
a with application that inclasdes comeon wib applicatian winsrabiliies
OWASE Jbrofuzz Praject
i tuzzer apphealion, supporting & namber of automaled secunty chucks
incleding basic cross £ne scrping checks (¥S5) as well as basic SOL
injaction festing. Thiz peoject was sponsored by CWASP Spring Of Code
207
OWASP Netfouncer Projec
is sacure by default centralised inpatfoutput validation Bbeary which
combinps spcunty

nd busaness rul

g in i
outpud fevel

DOWASH Dpen Review Project [ORFRO}

that the peajects below have MOT bbon evabuatod under this critesia and might

Dacumentation
OWASP AlR Security Project
imvestigating the security of AIR applicstions
OWASP AJAY Security Guide
imvestigating the secunty of AJSK ensbled apgheatons
OWASE Security tandards Project
astabilish 2 501 of standards defiring baselnn approachis to conducting
differg typesfevels of apphcation securty avsessment

OWASP Application Security Requiramants
OWASP Application Security Matrics Project
iderilify and prmade 3 set of application secunity meancs that hive been
found By contribatars 1 ba eSactive in maasuring application sacurity
OWASP Carenr Davelapmant Prajact
The OWASP Career Development progect s focuzed on helpeng
application security professionals understand the job market, rales,
0 d
OWASP Centification Criterla Project
OWASP Cenification Project
gur challenge is to creale o plan e certificatsan, @ set of OWASP
Certification for Developers and Testers.

oy work in the field

and Secyrty Dizlio
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Honeycomb

Threat Agents

A

Business Impacts Vulnerabilities
Business -
Impact \ Vulnerability \

System Impacts Countermeasures

.. i z o
! _4.' - "
B o N |
s g )
Countermeasure \

Attacks

'

Building
Guide

Attack

g

12 ‘
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« Sofware Development Life Cycle, SDLC.:
— Define
— Design
— Develop
— Deploy
— Maintain
* Which are the controls to implement? o
— Training
— Policy Review
— Guidelines
— Code Review
— Web Application Penetration Testing




SACA SDLC & OWASP Guidelines
in your organization
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Before SDLC Define&Design Development Deploy&Maintenance

21as ui Ayandas

Jiomoauwely 4dSYMO
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80%

70% -

60% -

50% -

40% -

30% -

20% -

10% -

0% T Y
Building Guide Code Review Guide Testing Guide

For a total of 15 Companies (Finance, Banking and Telco)
Source: Minded Security 2008
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 The Software Assurance Maturity Model
(SAMM) project is committed to building a
usable framework to help organizations
formulate and implement a strategy for
application security that's tailored to the
specific business risks facing the
organization.

 The goal is to create well-defined and
measurable objectives that can be used by = o
small, medium and large sized L =

organizations in any line of business that N
. tw
involves software development. offvare mestrance

= Maturity Model
« SAMM when: T
— Assess existing software assurance practice
— Build a strategic roadmap for the organization Project of Pravir Chandra
— Implement or perform security activities V1 released 25t March 09
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SAMM Overview

Software

Development

Construction

Busingss Functions

Governance

Deployment

Verification

L:

Security Practices
Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability ~ Operational
Compliance Assessment  Architecture Review Management  Enablement
Pag. 17
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Principali progetti OWASP

@owase

OWASPF Te

sting Guide v3.C

BOOKS
® Owasp topl0
® Building guide
® Code review guide
® Testing guide I B
® Back end security I B

TOOLS
WebGoat
WebScarab

SQLMap — SQL Ninja I H
(indipendent projects)

SWEF Intruder I B
Orizon I'H
Code Crawler I B

Qo0 © © 0 ¢
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@ OWASP ltaly nasce nel Gennaio 2005

® Raccoglie centinaia di persone appassionate alla Web

Application Security
@ Obiettivi

— QOrganizzazione conferenze

— Scrittura articoli

— Sviluppo tool

— Sviluppo documentazione e linee guida

@ La ricerca come base per I'industria

— Mai come nell'application security si ha un’esigenza di ricerca
per lo sviluppo di attivita di innovazione
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 Day |
— Marzo 2008 — Universita La Sapienza - Roma
e Day Il
— Settembre 2008 — Universita La Sapienza - Roma
 Day lll
— Febbraio 2009 — Universita di Bari
 Day |V
— Ottobre/Novembre 2009 — Milano

http://www.owasp.org/Index.php/Italy
Mailing list!
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OWASP-Italy tools: Orizon
by Paolo Perego

p

Mirage engine

_'\ﬁ
'/_ Session \
Management
kqm@/
(. : O

Orizon fﬂnii’r'Egl

Orizon framework v1.2 ¥y
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% Code Crawler - Open Web Application Security Project

o\

Project Sourcecode Secan Result Export OWASP Browser

+ "Repeat stage 3. verilfy that access to leville's profile is properly blocked.™;

}

return instructions;

}

public woid handlerequest(Websession s)
if (s.getLessonSessionithis) == null) s.openLessonSession(this);

string requestedactionlame = null;
try
.[
requestedictionllame = s.getParser().getStringParameter(action™);
F catch (ParamsternotFoundex<ception pnfe)

Let them eat login page.
requestedactioniame = LOGIN_ACTION;

}
if (requestedactioniame != null)
{

try

.[

Lessonaction action = getactionirequestedactionname);
if {action != null)

.[
System.out.printlng"Crosssitescripting.handlerequest() dispatching to: " +
action.getactioniamsi));

if (laction.requiressuthentication() || action.issuthenticated(s))
action.handlepequest(s);
setcurrentaction(s, action.getledrPageis));
].
}.
else

setCurrentactionds, ERROR_ACTION);
t catch (ParameterfiotFoundexception pnfe)
.[

System. out.printlng™issing parameter™);
pnfe.printstackTrace();
setCurrentiction(s, ERROR_ACTION);

} catch (validationException ve)

NES

[N
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# Code Crawler - Open Weh Application Security Project

§ =\ OWASPCodeCrawler

Project Sourcecode Scan Result Export OWASP Browser

Threat Description Threat Analysis

Locating where a database may be invalved in the code is an impartant aspect of the cade review, Foundin  D:\Software-WAS| WebGoat)\webGoat-5.21 Javasourcelorg
Looking at the database code will help determinate if the application is vulnerable ko SQL Injection. Cne \owaspiwebgoat!essons) SQLINjeckion SQLInjeckion. java
aspect of this is to verify that the code uses either SglParameter, OleDbParameter or OdbcParameter

(Swskem,Data, Sglclient), These are tvpe and treats parameter as the literal value and not the Threat Level @

excecutable code in the database. Threat Farnily

Keywords Found
Threat Description S

Java.io This command are generally used to read data into ones application. T
Java.io This command are generally used to read data into ones application. T
Java.io This command are generally used to read data into ones application. T
delete Locating where a database may be invalved in the code is an imporkar
update Locating where a database may be invalved in the code is an imporkar
Public Public and Sealed relate ko the design at dlass level. Classes which are

OWASP Guidelines Public Public and Sealed relate ko the design at dass level. Classes which are
This text has to change {awaiting owasp code review project hints) Public Public and Sealed relate ko the design at dlass level. Classes which are

Public Public and Sealed relate ko the design at dass level. Classes which are

Public Public and Sealed relate ko the design at dlass level. Classes which are
Public Public and Sealed relate ko the design at dass level. Classes which are
Public Public and Sealed relate ko the design at dlass level. Classes which are
Public Public and Sealed relate ko the design at dass level. Classes which are
Public Public and Sealed relate ko the design at dlass level. Classes which are
Public Public and Sealed relate ko the design at class level, Classes which are
Public Public and Sealed relate ko the design at dlass level. Classes which are
update Locating where a database may be involved in the code is an imporkar
delete Locating where a database may be involved in the code is an imporkar
Public Public and Sealed relate ko the design at dlass level. Classes which are

Insert Please provide a description For this item

seleck Sorry, There is no description For this item

Public Public and Sealed relate ko the design at dlass level. Classes which are
Public Public and Sealed relate ko the design at dlass level. Classes which are
Bypass Developers sav the darnedest thing in their source code, Look For the

delete Locating where a database may be involved in the code is an importar ¥
>
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Flle Modifica Visuallzza Cronologia Segnalibil  Strumenti  Guida
@& - - & {2 | nitpuswr.mindedsecurity.locigetVars. htmi?swiuri=http%3A%2F %2Fswl.minc |« | | (Gl [ &
T [ 1 I._IO
|
. The Open Web Application Security Project T g}.
Wi Config History Halp About
Flash Movie P //swi.mindedsecurity loctestSwiftest swi |
Query Object | | Quey |
Undefined Variables SWF Instantiated Variables | Js/SWF Errors:
[C] _url _roob.varTargel.onLoad
am || _root.de
_global. Test gyt
_root.test _root.$version
_mat.obj _root.image_mc
_root.sd _root. varTarget
_root.my_txt
s g e syt LSO “global. Test
= gmiaen 14
A 1 e lyean | el D]
e R e TR [ T )
Tl | g | fearseed. 1T R A
e
oL S
. e, o L
e et
[ P T ———
ailagp s misbp | Jrsbl artiugs root.varTarget -
A et b T | Ol
- p Search value
= type_string
= $version
= LNX 9.0,48.0
= type_string
= resalvefor
= type_string
= varToSend
* Sversion=LNX 8,0, 48, 0&amp;
= type_function
* __resolve J—l -
In attesa di swi.mindedsacurity.loc... o
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A SQL Injection Tool

inquis@leboyer:~/sqlmap$ python sqlmap.py -u "http://192.168.1.47/sqlmap/mysql/get

sqlmap/8.6-rc5 coded by inquis <bernardo.damele@gmail.coms

and belch <daniele.bellucci@gmail.com=
[*] starting at: 16:59:37
remote DBMS:  active fingerprint: MySQL »= 5.8.2 and < 5.1
comeent injection fingerprint: MySOL 5.8.45
html error message fingerprint: MySQL

[*] shutting down at: 16:59:39
screenshot: Database management system back-end extensive fingerprint
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® Sqlninja & sviluppato in PERL da Alberto Revelli (aka Icesurfer).
Tool che sfrutta SQL Injection per MS SQL Server.

® Non individua SQL Injection, ma si focalizza nel creare una shell

Interattiva sul DB remoto e sfruttare questa per avere una “base”

nella rete target.

Fingerprint del SQL Server

Bruteforce della password dell’'utente 'sa’

Privilege escalation to 'sa’

Creazione di custom xp_cmdshell

Upload di file eseguibili

DNS tunneled pseudoshell, when no ports are available for a bindshell

E molto altro...
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e Objectives:

— Guide that could allow developers, administrators and testers to
comprehend any parts of the security process about back-end components
that directly communicate with the web applications as well as databases,
|daps, payment gateway...

e Composed of three sections:
— security development
— security hardening
— security testing
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OWASP Anti-Malware
by Giorgio Fedon

@ La diffusione di Malware risulta in continuo aumento. Nel solo anno

2008 su Internet si sono contati circa 15 milioni di malware.

® Banking Malware: sempre piu sofisticati. Si aggiornano in base al

paese e alle configurazioni del server su cui si installano.

@ Obiettivi:

® Descrivere i comuni problemi di sicurezza nel design per la protezione di siti
di banking

® Fornire best-practice che dovrebbero essere considerate per realizzare

soluzioni antimalware
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The OWASP Testing Guide
V3
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January 2004

— "The OWASP Testing Guide", Version 1.0
July 14, 2004
— "OWASP Web Application Penetration Checklist", Version 1.1

December 25, 2006
— "OWASP Testing Guide", Version 2.0

December 16, 2008

— "OWASP Testing Guide", Version 3.0 — Released at the OWASP
Summit 08
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Pages
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Review all the documentation on testing:

— July 14, 2004

 "OWASP Web Application Penetration Checklist",
Version 1.1

Create a complete new project focused on Web
Application Penetration Testing

Create a reference for application testing
Describe the OWASP methodology

32



SACA OWASP Testing Guide v2: Action
T rmecnaner | Plan (2)

@ Nov 2006:

» Brainstorming for index and templates
» Write articles using our Wiki model

» Review articles

® Dec 2006:

» Review all the Guide
» Write the Guide in doc format

® Jan 2007:
» OWASP Testing Guide Release Candidate 1: 272 pages, 46 tests
» Feedback and review

® Feb 2007:
» OWASP Testing Guide v2 officially released

33



“HSAC/I OWASP Testing Guide v3:
roadmap

26th April 2008: start the new project
« OWASP Leaders brainstorming
o Call for participation: 21 authors (-18!)

* Index brainstorming OWASP
« Discuss the article content Summer
e 20th May 2008: New draft Index Obz_gfde

e 1st June 2008: Let's start writing!
o 27th August 2008: started the reviewing phase: 4 Reviewers (-16!)
» October 2008: Review all the Guide

December 2008: published the new version of the OWASP Testing
Guide: http://www.owasp.org/index.php/OWASP_Testing Project
(347pages +80!)




g it Testing Guide v3: Index

1. Frontispiece

2. Introduction

3. The OWASP Testing Framework

4. Web Application Penetration Testing
5. Writing Reports: value the real risk
Appendix A: Testing Tools

Appendix B: Suggested Reading
Appendix C: Fuzz Vectors

Appendix D: Encoded Injection

OWASP TESTING GUIDE e
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 V2-> 8 sub-categories (for a total amount of 48 controls)
V3 210 sub-categories (for a total amount of 66 controls)

e 36 new articles!

B Information Gathering

B Business Logic Testing

B Authentication Testing

B Session Management Testing
m Data Validation Testing

m Denial of Service Testing

B Web Services Testing

B Ajax Testing

B Information Gathering

B Config. Management Testing
B Business Logic Testing

B Authentication Testing

B Authorization Testing

B Session Management Testing
B Data Validation Testing

m Denial of Service Testing

B Web Services Testing
B Ajax Testing
B Encoded Appendix
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® What is a Web Application Penetration Testing?

— The process involves an active analysis of the application for any
weaknesses, technical flaws or vulnerabilities

— It's a Black Box process (we don’t know the source code of the
application)

— Methodology + tools (OWASP WebScarab)
® Qur approach in writing this guide

— Open

— Collaborative
® Defined testing methodology

— Consistent

— Repeatable

— Under quality
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Brief Summary

Describe in "natural I_an?uage" what we want to test. The target of this
section is non-technical people (e.g.: client executive)

Description of the Issue
Short Description of the Issue: Topic and Explanation

Black Box testing and example
—How to test for vulnerabilities:
—Result Expected:

Gray Box testing and example
—How to test for vulnerabilities:
—Result Expected:

References

—Whitepapers Example |
—Tools

e
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Black Box » The penetration tester does not have any information
about the structure of the application, its components
and internals

application internals. E.g.: platform vendor, sessionID
generation algorithm

‘ Gray BoXx > » The penetration tester has partial information about the
-

~
White box testing, defined as complete knowledge of the application internals,

IS beyond the scope of the Testing Guide and is covered by the OWASP Code
Review Project

N /
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Introduction to the
methodology

In the next slides we will look at a few examples of
tests/attacks and at some real-world cases ....
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The first phase in security assessment is of course focused on
collecting all the information about a target application.

Using public tools it is possible to force the application to leak
iInformation by sending messages that reveal the versions and
technologies used by the application

Available techniques include:
— Testing: Spiders, robots, and Crawlers (OWASP-1G-001)
— Search engine discovery/Reconnaissance (OWASP-1G-002)
— ldentify application entry points (OWASP-1G-003)
— Web Application Fingerprint (OWASP-IG-004)
— Application Discovery (OWASP-1G-005)
— Analysis of Error Codes (OWASP-IG-006)

41
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- Information Gathering (cont.)

Example

42
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T e | TESTING

e SSL/TLS Testing (OWASP-CM-001)

DB Listener Testing (OWASP-CM-002)

» Infrastructure Configuration Management Testing (OWASP-CM-003)
» Application Configuration Management Testing (OWASP-CM-004)

» Testing for File Extensions Handling (OWASP-CM-005)

* Old, Backup and Unreferenced Files (OWASP-CM-006)

* Infrastructure and Application Admin Interfaces (OWASP-CM-007)
 Testing for HTTP Methods and XST (OWASP-CM-008)
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SSL Testing

Example
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Session management is a critical part of a security test, as every application
has to deal with the fact that HTTP is by its nature a stateless protocol.
Session Management broadly covers all controls on a user from
authentication to leaving the application

Tests include the following areas:
» Testing for session management scheme
» Testing for cookie attributes
= Session Fixation
» EXxposed session variables
» Cross Site Request Forgery

45
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. . Web
| | --Authentication process- Application
Mario Rossi
[3] Insert username/password via HTTPS Credential verify: if ok >

client authenticated

v

. - Cookie generation
Cookie=TWFyaWw8123

2 webScarab - conversation 6

Token di 1
autenticazione Previous Hext |ﬁ - POST https: i,
(Parsed rﬂaw |
e i A s R R R A e e R R A T R e e R R R T e e e B R A T e e e R R e e e e e B R R S R e e e R R e R e e e e R e e e e e T R e e e e e T T

r Parsed | Raw |

HTTFM .0 200 Ol

) EET Cookie: Authenticatinn=ﬂMFya®pires=
Sache-Control: no-cache

FPragma: no-cache

Content-Type: textrhtml;, charset=utf-2
-Content-Encoding: gzZip

Sener;

Date: ST T T GMT
-Cache: MIZS fram proxy

Proxy-Connection: close

=html=
fheadb
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1st Authentication:
User = Mario Rossi; password=12aB45cD:
CookiezTWFyaW81@

2nd Authentication :
User = Mario Rossi; password=12aB45cD:
Cookie=TWFyaW8@

3rd Authentication :
User = Mario Rossi; password=12aB45cD:
Cookie:TWFyaWS@

Cookie Guessable: CookiezTWFyaWS@Z@
N
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Testing

Session Management

Mario Rossi

[5] Request “movimenti”
Cookie=TWFyaW8179

--Following request--

Authentication

Cookie=TWFyaWw8179

v

Token [6] Send Mario Verdi data

) mia-banca - Mozilla Firefosx

Web
Application

Cookie verify:
TWFyaW8177
Identify user Mario Verdi

Send Mario Verdi data

File  Modifica “isualizza Vai  Segnalibri Strumenti 2
P
<Z| - Ll«” - @l | X @ | hitkps: § i, mia-banca, it/ movmavirmenti, jsp v
Mia-Banca
Movimenti: Mario Yerdi
| MIBTEL 4 +5,03% | SPMIB & +0,06% | DOW JONES A +0,08% | NASDAQ & +0,43%
Conto Corrente: Divisa: EUR
Saldo disponihile: 41015011
Conto
I‘?Iald'n i |Data Uperazione” Diata valuta || Impw Cauzale |
ovimentl
Disposizioni [ 1siorzo0d| 14m 02004 34,04 pagamento pos pagobancomat 54321 del 740 |
Disp. sul 1702004 17102004 -500,00] prelevamento da distributore automaticgeflimero 274 carta 21|
Conto 23M0i2004/  21/10/2004 5.000,00] vostri emolumfenti bonifico da VERDI s.r.\]l
’;C”,?_d!‘” [ t7noeood[ 1enoeond| 974,00 pagamenta pos pagobancomalgd321 del 1310 D&G Stod|
onifici = —
Sirocont [ zodoeo04)| 214002004 650,00/ sottostTTrenadidel-a7T21674
Informazion | 140102004 124 052004 77,00/ pagamento pos pagobancomat 54321 del 1210 agip petrol i]|
Aftiva [ 2sdoro0q)| 24 0i200d)| 75,00/ pagamento pos pagobancomat 54321 del 2440 distrib.erg mattes inil|
[ sthoeooq| zenomoog| 124000 disposizione di addebito generica bonifico a Marco VERDI per affittof|

L taﬂ
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&3 burp prowy ¥1.1 -I:]m . ]
S If we modify the Cookie...
Requestto mip ¥

forweard | i drop
GET hilp.ih

UH=G2F IO 2 IKF kel O BRI 30 AID Sz A0 TU T OS ITaksIPTEDM riﬂ’fﬂmﬂm
Accept imageigh, imaget-amimap, Imageipeg, imageipped, 3pplicsl poeeefin itt-Ar
applieabenivnd me-axczl, applicationimswaard, applic siank-shoek

ArceplLanguage: i Torwsard drop o et ) he
Cooke: rodelneSho=51568, matsan IQESh oD i99, ET tillpdf Ip_insCodetneShaljsp?
seioaiDRAZAS RN IV guwChy | FACL | | H=0zF 20 BKF k| O kRIEI00IDMS M4 MZAOT U1 05 ZTaXIPTEDMZUW HTTRA 0

800117 002N DE20NG7E24 28, Accept imageigh, imagets=bimap, imagel|pen, imageipeq, applicaiontnd me-powerpoint,

ICLADVAC T=ACP0-00-0-00;, IOLADVPRF=WC PO00D, ICLADYLCT=CLF applicationfend.ms-excel, application'mswoard, applicglionts-shockeeave-lash, *
LEEEE IOMID=A2ASVpbMIrh FEATU JgwawC ha | adiufgBICEBIITRFaQog AcceplLanguage: i

Eomirooz Cookie” cadeOneShos1 566, may@monzShot=3 199;
UserAgenl Mozilias 0 [compatible;, MSIE 6.0; Windows NT 4.0 sessioniD=A2aSvpbrirh T9vi0u2g oglLmF 1 Db B55E6A8501-106 167 TE401
Host 20011700211 08201 5TA 2428, . 10LADYID=B155260362,
Prosy-Connection: Keep-Alive IGLADVAC T=ACP-00-0-00; ISLADVPRE=WCPO00D; ISLADVLC T=CLPO00D,
Frooy-futhorzafion: Basic | 1 JEESEI0MIC=A285YDMIr S EANU g Cha | aurgDICo4 TRFsQogCLmE1 DM-85566ERSA- 106 267 TH29
B0 17002
Userggenl Mazilla4.0 (compatible, MSIE 6.0, Windows NT 4.00
Hiost: |

Frosy-Connection; Keep-Alive
Froes-Authorization: Basic

[7] Car e servree o ornr oare ouser........_.1_..___ 0
» | Charge Sender

SXXXXXXX99 1
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CSRF: When

— The application permits to send requests in a not authorized
manner or send duplicate requests

— The application uses implicit authentication (session cookie)

CSRF: How

The <IMG> attack:

— A Web site contains an <IMG> TAG inside the HTML code that
runs an action on the target site (<IMG> TAG has no restriction
to origin level)

50
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1st Step: find the vulnerable function
— Create a new user (admin)
— Fund transfer (users)

2nd Step: Force the user to perform that action
— Malicious Email
— Malicious site

3rd Step: the user will authenticate on the application
— Browser will be forced to execute an HTTP request

Result
— The authorized action will be executed




—#saca|  Testing for Cross Site

Request Forgery
o Online banking. We analyze the transfer fund mechanism
]
N We notice that after inserting the receiver coordinate and the money
Z; amount we will generate the following HTTP GET
LL
https://exampleBank.com/transfer?eu=1000&t0=1234

Qo

Q

2 User must be authenticated on the application and forced to go to a

§ malicious site or read an email

S : : . .

n IMG tag will execute the request without user interaction
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o Chaper Request Forgery

<html|>
<title> This is a new interesting site..visiting me </title>

<body>

<img
src="https://exampleBank.comjtransfer?eu=10000&to=evilcount”

Third Step

width="0" height="0">

</body>
</htmi>

User browser will execute the action

There is no way for the application to understand that the action is
not forced - log file

It works!

Forth Step
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N\

Testing the authentication scheme means understanding how the application
checks for users' identity and using that information to circumvent that
mechanism and access the application without having the proper credentials

~

J

Tests include the following areas:
» Credentials transport over an encrypted channel (OWASP-AT-001)
» Testing for user enumeration (OWASP-AT-002)
» Default or guessable (dictionary) user account (OWASP-AT-003)
» Testing For Brute Force (OWASP-AT-004)
« Testing for Bypassing authentication schema (OWASP-AT-005)
« Testing for Vulnerable remember password and pwd reset (OWASP-AT-006)
» Testing for Logout and Browser Cache Management (OWASP-AT-007)
o Testing for Captcha (OWASP-AT-008)
» Testing for Multiple factors Authentication (OWASP-AT-009)
» Testing for Race Conditions (OWASP-AT-010)
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« Application with mutual digital certificate authentication:

User Proxy

LI <

LIF
™

" Apache Software Foundation

S http://www.apache.org/

Hand-shake SSL: mutual authentication

Script Client side: collect the information of the user certificate

UserDN: 100




«HSACA Testing for Broken

eeeeeeeeeeeee Rotn:eTCGhaplBI‘ AuthentiCatiOn (2)

Here is the Authentication POST:

POST https://192.168.1.1:1443/AuthenticationServiet HTTP/1.1
Host: 192.168.1.1:1443

Referer: https://192.168.1.1:1443/logonDN.jsp
Cookie:IV_JCT=AncDf}|8439Fdfjci454;
Content-Type: application/x-www-form-urlencoded
Content-length: 44

login=true&action=MenuCommand&userDN=100

userDN is a value contained in the Digital Certificate . Why the Application does
not take this information from the digital certificate received (once verified the
CA signature and the certificate integrity)?




ﬂ ee \\\\\ S ACA Authorization Testing

Rome Chapter

f )
Authorization is the concept of allowing access to resources only to those

permitted to use them. Testing for Authorization means understanding how
the authorization process works, and using that information to circumvent
the authorization mechanism.

Tests include the following areas:
= Testing for path traversal (OWASP-AZ-001)
» Testing for bypassing authorization schema (OWASP-AZ-002)
» Testing for Privilege Escalation (OWASP-AZ-003)

57



‘HSACA(@ Testing for Path Traversal

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Example
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Server Response after the user authentication

HTTP/1.1 200 OK

Server: Netscape-Enterprise/6.0
Date: Wed, 1 Apr 2006 13:51:20 GMT
Set-Cookie: USER=aW78ryrGuTWs4MnOd32Fs51yDqp; path=/; domain=.dom.it
Set-Cookie: SESSION=k+KmKpHXTgDi1J5fT7Zz; path=/; domain=.dom.it
Cache-Control: no-cache
Pragma: No-cache
Content-length: 247
Content-Type: text/html

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Authorization parameter

Connection: close

<form name="autoriz" method="POST" ac}ief
<input type="hidden" name="profile" valu§

<body onload="document.forms.autoriz.sub
</td>

® What if the user modifies the value Sistinfl to Sistinf3?
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Business logic may include:

® Business rules that express business policy (such as channels,
location, logistics, prices, and products); and

® Workflows based on the ordered tasks of passing documents or
data from one participant (a person or a software system) to
another.

This step is the most difficult to perform with automated tools, as it
requires the penetration tester to perfectly understand the business
logic that is (or should be) implemented by the application
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In this phase we test that all input is properly sanitized before being
processed by the application, in order to avoid several classes of
attacks

® Cross site scripting (Reflected, Stored, DOM, Flashing)

Test that the application filters JavaScript code that might be executed by the
victim in order to steal his/her cookie

® SQL Injection
Test that the application properly filters SQL code embedded in the user input

® Other attacks based of faulty input validation...
— LDAP/XML/SMTP/Command injection
— Buffer overflows
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Home Page - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools Help W
@ © @ http://www.example.com [

P Disable™ HPCSS MyForms  [elImages iInformation  “3 Miscellaneous (& Outline

[ jmmm) e Cener Cons

Search field print in
o output the word
“;Usemame 2. Password SearChed.

L IResize

Userarme Help  Password Help mw rs"'a“ Business |[Commercial | 1
3. Sign On to: —
[>sign on | Individuals > Se Habla Espariol

: Banking Loans & Credit Investing & Insurance
Need to set up online access? Cnling Conling Corodit oo bAubol En

. I ( . .
<SCIrl pt>a ert(document. COOkle)</SCF| pt>
Check Today's Rates Open an Account Buying a house? Summer remodeling?
Mortgage, Home Equity, Credit e ) Diownload our First Make home
Card, & mare Apply Mow — It's fast, Time Homehuyers Guide | | improvements this
secure, and convenient. | o help you manage your | | summer with @ Home

Fraud Prevention Gui Finish saved | i count from . .
¥aur partner in per N Apply now
information securi V3 pt App AL10 Instant I e Se n S e SC rl p

Abou A JSESSIONID=097A001BEEGGF21CABDA147ASF16F372B e t O th e uS er th at See
T i his session cookie.

Value

21 Equal Housing Lender
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Stored XSS

Title:
Message:

Could not find message 0

Message List

Title: Test K25
Message:| HTuL=

=Tilles
sxcrpt=alert{documen :unkh}:@
=

’!-"!.fl_:{_lsl:-n:u_.-_ 1o our 5'-.:'..'|l=m

Subemii
Could not find message 0

Message List
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Could not find message 0

Message List

i

L r =1
<@ Microsoft Internet Explorer

! ': JSESSIONID=0A7 | DOEFFICO0E0320A4 ICF P0G 7505

[ ox ]




Servire

SACA Testing for Command Injection

essionisti dell'IT Governanc

Rome Chapter

POST http://127.0.0.1:80/WebGoat/attack HTTP/1.1
Host: 127.0.0.1

HelpFile=BasicAuthentication.help | dir:

ExecResults for ‘cmd.exe /c type

"D:\Prog\WebGoat\tomcat\webapps\WebGoat\lesson_plans\"Basic
Authentication.html | dir c:'

Output...

Il volume nell'unit? C ? WinXP

Numero di serie del volume: 1871-8F02
Directory di C:\

27/12/2007 03.51 0 AUTOEXEC.BAT
27/12/2007 03.51 0 CONFIG.SYS
18/06/2008 09.54 cygwin

18/06/2008 11.43 Dev-Cpp
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DoS are types of vulnerabilities within applications that can allow a malicious
user to make certain functionality or sometimes the entire website unavailable.
These problems are caused by bugs in the application, often resulting from
malicious or unexpected user input

» Testing for SQL Wildcard Attacks (OWASP-DS-001)

* Locking Customer Accounts (OWASP-DS-002)

» Buffer Overflows (OWASP-DS-003)

o User Specified Object Allocation (OWASP-DS-004)

o User Input as a Loop Counter (OWASP-DS-005)

* Writing User Provided Data to Disk (OWASP-DS-006)
» Failure to Release Resources (OWASP-DS-007)

e Storing too Much Data in Session (OWASP-DS-008)

Usually not performed in performed on production environments
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® The vulnerabilities are similar to other “classical” vulnerabilities such as SQL
injection, information disclosure and leakage etc but web services also have
unique XML/parser related vulnerabilities.

® webscarab (available for free at www.owasp.org) provides a plug-in
specifically targeted to Web Services. It can be used to craft SOAP
messages that contains malicious elements in order to test how the remote
system validates input

ep5caran

i File Yiew Tools Help

Extensions rSEssiunID Analysis |/5cripted rFragments rFuzzer rCumpare |/Sear|:h |

Summary |/ Messages |/ Proxy |/ Manual Request |/ WebServices

1 - GET http://soap.amazon.com:80, schemas?/ AmazonWebServices.wsdl 200 OK

: |http:Hsnap.amaznn.cnm;schemaszjﬂmaznnWebSeMces.wsdl

AmazonSearchService

: |[KeywordsearchRequest

Moge | Tyoe Millable | Yalle

keyinrdsearchReguest
B FesinrdsearchReguest FewwordFequest |{userid>mwser{juserid> <passwords>' OF 1=1</password >
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® XML Structural Testing

In this example, we see a snippet of XML code that violates the hierarchical
structure of this language. A Web Service must be able to handle this kind
of exceptions in a secure way

<?xml version="1.0" encoding=""1S0-8859-1"?7>
<note 1d="'666">

<to>0WASP

<from>EOIN</from>

<heading>1 am Malformed </to>

</heading>

<body>Example of XML Structural Test</body>
</note>
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® XML Large payload

Another possible attack consists in sending to a Web Service a very large
payload in an XML message. Such a message might deplete the resource
of a DOM parser

<Envelope>
<Header>
<wsse:Security>
<Hehehe>l am a Large String (1MB)</Hehehe>
<Hehehe>l am a Large String (1MB)</Hehehe>
<Hehehe>l am a Large String (1MB)</Hehehe>..
<Signhature>..</Signhature>
</wsse:Security>
</Header>
<Body>
<BuyCopy><I1SBN>0098666891726</ I SBN></BuyCopy>
</Body></Envelope>
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Testing Report: model

® The OWASP Risk Rating Methodology

— Estimate the severity of all of these risks to your business

— This is not universal risk rating system: vulnerability that is critical to one

organization may not be very important to another

® Simple approach to be tailored for every case
— standard risk model: Risk = Likelihood * Impact

® I|dentifying a risk
You'll need to gather information about:
— the vulnerability involved
— the threat agent involved
— the attack they're using
— the impact of a successful exploit on your business.
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* Step 2: factors for estimating likelihood

Generally, identifying whether the likelihood is low, medium, or high
IS sufficient.

Threat Agent Factors:
— Skill level (0-9)
— Motive (0-9)
— Opportunity (0-9)
— Size (0-9)

Vulnerability Factors:
— Ease of discovery (0-9)
— Ease of exploit (0-9)
— Awareness (0-9)
— _Intrusion detection (0-9)
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* Step 3: factors for estimating impact

Technical impact:

Loss of confidentiality (0-9)
Loss of integrity (0-9)

Loss of availability (0-9)
Loss of accountability (0-9)

Business impact:

Financial damage (0-9)
Reputation damage (0-9)
Non-compliance (0-9)
Privacy violation (0-9)
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® Step 4. determining the severity of the risk

Threat agent factors Yulnerahility factors
. . . , Ecse of Ease of INfrusion
Skill lewel Motive Opportunity  |Size discovery esploit AWCreneass detection
5 2 7 1 3 & 7 2
Cwverdll likelihood=4.375 [(MEDIUM)

Technical Impact Business Impact
Loss of Loss of Loss of Loss of Fimancicil Reputdtion  |Nor- Priviaicy
confidentiality  |integrity avdilakility  |jaccountability  |[damage damage compliance  |violation
@ 7 5 a2 1 2 ] 5
Crverall technical impact=7.25 [HIGH) Crwverall business impact=2.25 [LOW)

B In the example above, the likelihood is MEDIUM, and the technical impact is
HIGH, so from technical the overall severity is HIGH. But business impact
Is actually LOW, so the overall severity is best described as LOW as well.
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® Deciding What To Fix
As a general rule, you should fix the most severe risks first.

Some fix seems to be not justifiable based upon the cost of fixing
the issue but may be reputation damage from the fraud that could
cost the organization much more than implement a security control

® Customizing Your Risk Rating Model
— Adding factors
— Customizing options
— Weighting factors
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Writing Report

|. Executive Summary
ll. Technical Management Overview
Il Assessment Findings

IV Toolbox

Category

Ref.

Numbker

Affected ltem Finding Comment/Solufion

Authenlicalion OWasSP-AT- [ Bypassing
Testing 003 authentication
zchema
CWYASP-AT- | Directony
004 travers alffile
ikclude
OWASP-AT- | Wulnerable
004 remeamkser
paszword and
pwrd reset
OWYASP-AT- | Logout and
0oa Browszer Cache
Management
Tezting
OWWATP- Semsion
SrA-001 Monagement
Session Scherma
Management
OWWATP- Session Token
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B SSLv2

B Error pages

W Access to information not authorized
m Reflected XSS

m Stored XSS

B Session Fixation

m Cross Site Request Forgery

R=(P,1)
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.~ A structured approach to the testing activities

Pen-testers

. A checklist to be followed
» Alearning and training tool

» Atool to understand web vulnerabilities and their impact

Clients

- A'way to check the guality of the penetration tests they
buy

-~

Ul

More in general, the Guide aims to provide a pen-testing standard that creates
a 'common ground' between the pen-testing industry and its client.

This will raise the overall quality and understanding of this kind of activity and
therefore the general level of security in our infrastructures

~

J
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» Discuss how to integrate the Develop, Code Review, Testing and
ASDR Guide

« Improve Client Side Security

* You should adopt this guide in your organization

Code Review

Guide Testing Guide

Application Security Desk Reference (ASDR)
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Thank you!
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http://lists.owasp.org/mailman/listinfo/owasp-italy

OWASP Guidelines:
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