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Troppo spesso gli strumenti a supporto sono stati caratterizzati nel 
tempo da specificità e disomogeneità.
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Compliance

Stima del livello di rischio e Compliance Complessivo

Privacy Compliance
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Stima del livello di rischio e Compliance per Tattamento



Audit

16 Novembre 2010 Pag. 46



Audit

16 Novembre 2010 Pag. 47



Audit

16 Novembre 2010 Pag. 48



INDICE DELLA PRESENTAZIONE :

1. GRC: Definizioni e Problematiche

2. Una Proposta di Integrazione

3. InfoSec Governance

Pag. 49

3. InfoSec Governance

4. Risk Management

5. Compliance

6. Elementi che abilitano l’integrazione

7. Q&A

16 Novembre 2010



Configuration Mgt

16 Novembre 2010 Pag. 50



Incident Mgt

16 Novembre 2010 Pag. 51



CM & IM

16 Novembre 2010 Pag. 52



Monitor & Control

16 Novembre 2010 Pag. 53



Security Performance

16 Novembre 2010 Pag. 54



Per Concludere

16 Novembre 2010 Pag. 55



Per Concludere

Nell’ambito del modello proposto, il CobiT

può essere utilizzato come una metrica per

valutare l’applicazione degli Obiettivi di

Controllo e dei Controlli previsti per i

Processi IT.

Tali processi così come caratterizzati dal CobiT possono essere censiti nell’Asset

Inventory e nel ciclo di esecuzione delle attività di Risk Management e Compliance.

Per questi stessi processi vengono eseguite le attività di Audit, Incident

Management, Monitoraggio e Controllo.

Per ognuno viene quindi individuato un Piano di Trattamento che contiene le misure

per il suo adeguamento e/o miglioramento.
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Per Concludere

Anche i processi di gestione

dell’infrastruttura IT, nel modello proposto

così come nell’ottica del CobiT, sono

considerati come processi mediante i

quali vengono trattate le informazioni

rilevanti per il business aziendale.rilevanti per il business aziendale.

I risultati delle attività di InfoSec Assessment & Analysis fin qui descritte

rappresentano un input importante per calcolare e analizzare:

� gli Indicatori di Monitoraggio e Controllo

� gli Indicatori di Maturità

DEI PROCESSI DI InfoSec GOVERNANCE

UTILIZZANDO LE METRICHE DEFINITE DAL COBIT 
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Un esempio

Per Concludere

AI6: Manage Changes

Process Description:

All changes, including emergency maintenance and patches, relating to

infrastructure and applications within the production environment are formally

managed in a controlled manner. Changes (including those to procedures,

processes, system and service parameters) are logged, assessed and

authorised prior to implementation and reviewed against planned outcomes

following implementation. This assures mitigation of the risks of negatively

impacting the stability or integrity of the production environment.

Fonte: IT Governance Institute® (ITGI™) (www.itgi.org)
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AI6: Manage Changes - Control Objectives:

AI6.1 Change Standards and Procedures

Set up formal change management procedures to handle in a standardised manner 

all requests (including maintenance and patches) for changes to applications, 

procedures, processes, system and service parameters, and the underlying 

Per Concludere

platforms.

AI6.2 Impact Assessment, Prioritisation and Authorisation

Assess all requests for change in a structured way to determine the impact on the 

operational system and its functionality. Ensure that changes are categorised, 

prioritised and authorised.

Fonte: IT Governance Institute® (ITGI™) (www.itgi.org)
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AI6: Manage Changes - Control Objectives:

AI6.3 Emergency Changes

Establish a process for defining, raising, testing, documenting, assessing and

authorising emergency changes that do not follow the established change process.

AI6.4 Change Status Tracking and Reporting

Establish a tracking and reporting system to document rejected changes,

Per Concludere

Establish a tracking and reporting system to document rejected changes,

communicate the status of approved and in-process changes, and complete

changes. Make certain that approved changes are implemented as planned.

AI6.5 Change Closure and Documentation

Whenever changes are implemented, update the associated system and user

documentation and procedures accordingly.

Fonte: IT Governance Institute® (ITGI™) (www.itgi.org)
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Metrics for IT Goals*

Number of disruptions or data errors 

caused by inaccurate specifications or 

incomplete impact assessment

Metrics for Process Goals*

Amount of application rework caused by 

inadequate change specifications

Reduced time and effort required to make 

changes

Value

> k

> k

% >k

Impact

� Increased Risk

� Increased Risk

� Impact Reduction in BIA

Per Concludere

changes

Percent of total changes that are 

emergency fixes

Percent of unsuccessful changes to the 

infrastructure due to inadequate change 

specifications

Number of changes not formally tracked, 

reported or authorised

Number of backlogged change requests

*Fonte: IT Governance Institute® (ITGI™) (www.itgi.org)

>k

>k

>k

>k

� Increased Risk

� Increased Risk

� Increased Risk

� Impact Increasing in BIA
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Metrics for Activities Goals*

Percent of changes recorded 

and tracked with automated

tools

Percent of changes that follow 

formal change control 

processes

Number of different versions of 

each business application or 

Value

> k

> k

>k

Impact

� Reduced Risk

� Reduced Risk

� Impact Reduction in BIA

� Increased Risk

� Impact Increasing in BIA

Per Concludere

each business application or 

infrastructure being maintained

Number and type of 

emergency changes to the 

infrastructure components

Number and type of patches to 

the infrastructure components

*Fonte: IT Governance Institute® (ITGI™) (www.itgi.org)

>k

%>k

� Impact Increasing in BIA

� Increased Risk

� Impact Increasing in BIA

� Increased Risk

� Reduced Risk
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InfoSec GRC Metric

� N°di change effettuati vs numero di analisi

di impatto

� N°di vulnerabilità riscontrate dovute a 

inadeguate procedure di change

� N°di incidenti legati a vulnerabilità

ricontrate dovute a inadeguate procedure di 

change

� Tempo di indisponibilità di processi/servizi

Value

> k

> k

>k

>k

Impact

Maturity Decreased

Maturity Decreased

Effectiveness Decreased

Impact Increasing in BIA

Impact Increasing in BIA

Per Concludere

� Tempo di indisponibilità di processi/servizi

legati a inadeguate procedure di        

change

� Impatto economico di indisponibilità di 

processi/servizi legati a vulnerabilità

ricontrate dovute a inadeguate procedure di 

change

>k

>k

Impact Increasing in BIA

Effectiveness Decreased

Effectiveness Decreased
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Question & Answers
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