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Summary

Computer networks are commonly thought of as unfathomable and invisible, just beyond our grasp, while a
hacker is someone who can see the connections in this arrangement, and this is what makes him an interesting
and complex personality. Drawing on data acquired during the Hacker Profiling Project (HPP) set forth by UNICRI,
this unique course seeks to shed some light on the controversial and intricate world of hackers by applying
the science of criminal profiling to the underground hacker subculture. Who are hackers, really? What are the
motives behind their targeted intrusions, phishing scams and worm proliferations? Armed with this knowledge,
participants will be able to realistically assess their potential threats effectively.

The course is offered in a Basic 3-day course, as well as Intermediate and Advanced formats both totalling 5
days. All three course formats host Raoul Chiesa, one of the authors of Profiling Hackers as key trainer, while the
Intermediate and Advanced formats will include Special Guests to complement the course material.

At the end of each course, the participant will receive a certification detailing the material covered and his or her
acquired skills.

Target Audience

Lawyers, public prosecutors, judges, attorney assistants, law enforcement officers, system or network
administrators, SCADA operators and vendors, psychologists, sociologists, private investigators, criminal profilers
and researchers, risk analysts, IT security managers, security consultants, journalists.

Course Syllabus
Basic course sample topics
» Hackers and their modus operandi;

» Hackers and their motivations: how they select targets and the relationship between their motives and
target selected;

» “Career progression”in the hacker world;
» Deterrents: the effects of laws and legislations, convictions and technical obstacles confronting the hacker.



The Intermediate and Advanced will delve into the following:

» Indepth discussion of the criminal profiling science with the authors of Profiling Hackers, and quest lecture by
an experienced “Ethical Hacker;”

» Qverview of hacker history and the “hacking eras”, and the recent introduction of criminal elements into
the hacker subculture;

» Deep analysis of the hacker profiles or archetypes;
» Introduction to the HPP questionnaire and analysis of the results;
» Analysis of a recent survey of Romanian hackers.

All trainers are from @Mediaservice.net, a leading vendor-neutral security consulting company.

Prerequisites, Equipment and Material

All participants will require a solid grasp of English, and are encouraged to bring a laptop or other personal
computing device in order to better enjoy and understand the course material. Furthermore, participants
would do well to have a general understanding of criminal profiling, an interest in the hacker subculture and
its history.

Dates, Language and Fees

Basic February 23 - 25,2010 February 15,2010 1.000 €
Intermediate March 1-5,2010 February 25,2010 2.000 €
Advanced March 8 — 12,2010 March 1, 2010 3.000 €

All courses will be held in English for 8 hours per day, at the United Nations Campus in Turin (Italy). Lunch and
regular coffee breaks will be provided, courtesy of UNICRI. A bus shuttle service will be offered every day, before
and after classes.

For further information on how to apply, or questions pertaining to the training course and accommodation
please consult www.unicri.it or e-mail us at cybertraining@unicri.it

United Nations Interregional Crime and Justice Research Institute (UNICRI)

UNICRI provides applied research, training programmes and technical cooperation to assist intergovernmental, governmental and non-
governmental organizations in formulating and implementing improved policies in the field of crime prevention and justice. UNICRI's
main goals are: to advance understanding of crime related problems; to foster just and efficient criminal justice systems; to support the
respect of international instruments; to facilitate international law enforcement cooperation and judicial assistance.

The current priorities include, inter alia, activities related to justice reform, prevention and control of international terrorism,
transnational organised crime, illicit trafficking, cyber crimes, and crimes against the environment.
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